User and Smartcard Registration

With WinSig, CEFMS must know the IP address
of the PC that a user is using. Registering a smartcard
Is accomplished by simply inserting your smartcard
Into the smartcard reader.

NOTHING WILL PROMPT YOU TO DO THIS!



When the smartcard is inserted into the
card reader a window will appear

announcing that the smartcard is being
registered (see beiow).

I Hew smartcard regiztration

Registering smartcard,
please walil.




The following steps will help you
register your card

o |If this iIs a NEW card

 YOU are registering your card

for the first time

* Or receive a message that
states that your card must be
re-registered
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Verify the Serial Number on the
reverseside of your Smartcard and
then Insert it into the Card reader
attached to your PC.

Now you will see awindows like the following one.




Step 2

i Hew smartcard registration

| You are using a smartcard that has nat vet been registered wiith
the electronic signature system. Please fill out the infarmation
below, and chck the "Register” button to complete, or click
‘Cancel” to register some other time.

Smartcard zernial numher:;DDDD§1 53 Reqgister : I

“four Unix host logan [0 [like u-ﬂrrmf:-:_l,lz:m ........ Lancel j

At thistime type your oneon thereverse sude of YOUR CARD?
US_ERI D(M ZXXXXXX)' Y es, then continue, but if isnot then Stop
Thisisaonetimerequirement. and Check with Barbara Wilkes.

Click Register



Step 3

Are you ABSOLUTELY sure you want to use the

Unix 1D "M2RMBAAS" with smartcard
#F000051587 Mistakes in smartcard registration
are VERY difficult to remedy.

ez, I'm zure. Hegizter already! ﬂ‘n, | waant to change my entry
If;;/ab e " |f the above infor mation
I the above Information isSNOT ABSOLUTELY
ISABSOLUTELY COI’I’eC’[, Correct, click here,

click here.



WinSig Configuration without a
signaturecard

|f you are using someone else ‘s PC and do not have your
signature card, the following steps will help you
Configure WinSig
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Step 2

B WinSig manual registration _ (O] x| 1st Type User
CEFMSLogin
Pritriary KTC: Itkd.usace.army.mil ID

secondary KTC: ItHE.USacE.army.mil

CEAP logon 1D (like udrmfxyz ) | Srlhienies 2nd Click for

[T Set this entry permananerntly Registration

Exit _” Hegister I

\rd Click to Exit

and Save



REMEMBER |

Any time a user’s IP (Internet Protocol) address
changes, that user needs to re-register to WinSig,
either by inserting his/her smartcard (those with
PC card readers) or clicking on the Manual
Registration ICON on the desktop. Failure by a
user to re-register upon an IP address change will
cause WinSig to work improperly. Again, For Users
with Smartcards, it is recommended that you get
Into the practice of Always inserting your
smartcard before enter CEFMS to prevent
problems.




FOR ALL SMARTCARD USERS,
RECOMMEND THAT YOU GET INTO THE
PRACTICE
OF ALWAYSINSERTING YOUR
SMARTCARD BEFORE
YOU ENTER CEFM S,

TO PREVENT PROBLEMS.

NEW LOGIN TO CEFMSWILL BE...
[cpc25: /swd/m2xxxxxx]%fms

for other databases on our machine (CPC25)
(% fms mO0)




